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Dealing with sensitive data
Open Science Summer School

Pablo Diaz, Marieke Heers, FORS
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Program of the day

09:15-10:00 Legal framework (personal data)

Break

10:15-11:00 Anonymization 

Break

11:15-12:00 Consent and sharing
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• Founded in 2008 by merging existing entities (SIDOS, 
SHP, Selects)

• Research infrastructure of national scope intended for 
any institution or person active in the social sciences 

• Funded by the Confederation and the Swiss National 
Science Foundation (SNSF), hosted by the University 
of Lausanne

FORS – Swiss Center of Expertise in the Social 
Sciences
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Infrastructure

Development

Data production

Research

Collaboration

Project catalogue, data archiving and dissemi-
nation service, support

Thematic, methodological and epistemological 
research

At the national and international level, in all our 
active domains

Cutting-edge tools, data collection, and linking

National (SHP, Selects) and international 
surveys (ESS, MOSAiCH-ISSP, Share, EVS) 

Main activities
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Overview of social science research in 
Switzerland

Specific surveys or parts of surveys carried out 
at the request of individuals or institutions

Advice and consultation in our areas of 
expertise, trainings, workshops, FORS Guides

Access to archived data at FORS

Preservation of Swiss social science research
dataArchiving service

Survey 
mandates

Data distribution 

Support

Information

Services
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Archiving service

Data accessData archiving

+ 600 data sets

+ 11’000 project
descriptions

New requirements

Long-term preservation

Enhance the value of 
research projects

Direct access to: 

Data management

Training

Development of materials 
(i.e. guides)

Consultancy
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Data protection
Some legal considerations

Pablo Diaz, FORS/UNIL
Open Science Summer School, UNIZH, July 2022
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Personal and sensitive data cannot be managed without
knowledge of existing laws.

• The processing of this type of data is governed by a
certain number of rules about data protection.

• While data management is never a purely normative
issue, the implementation of adequate strategies
necessarily requires an understanding of the regulatory
framework which provides the fundamental definitions,
the limits not to be exceeded and the rights of each
person involved.

Managing sensitive data: a legal matter ?
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Data protection is commonly defined as the rules and
strategies designed to protect people’s privacy.

• Privacy is someone's right to keep their personal matters
and relationships secret (right to express oneself
selectively).

• In the field of data protection, privacy is generally
referred to through the concept of informational self-
determination (autonomy).

What is Data Protection ?
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• As social scien*sts, our work o1en requires the processing of
personal data.

• This said, many of the tools (and some*mes methods) we use
to collect and process data from our research par*cipants
have privacy concerns:

• Smartphones (cloud backup, geoloca*on, etc.)

• Cloud (Dropbox, etc.)
• Covert observa*on

• We have to be very careful !

Data protection and research
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Legal bases
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Informational self-determination is guaranteed by a
number of fundamental texts:

• Universal Declaration of Human Rights (art. 12)

• European Convention on Human Rights (art. 8)

Legal bases
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Swiss Federal Constitution:
« Every  person  has  the  right  to  privacy  in  
their  private  and  family  life  and  in  their 

home, and in relation to their mail and 
telecommunications. » (art. 13 al. 1)

« Every person has the right to be protected 
against the misuse of their personal data « (art. 

13 al. 2)

Legal bases
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In Switzerland, there are laws at two levels:

• Federal (Constitution, FADP)
• Cantonal (LPrD, etc.)

In Europe there is a General Data Protection Regulation
(GDPR)

At the international level 128 countries out of 194 have data
protection legislation:

https://unctad.org/en/Pages/DTL/STI_and_ICTs/ICT4D-
Legislation/eCom-Data-Protection-Laws.aspx

Legal bases

https://unctad.org/en/Pages/DTL/STI_and_ICTs/ICT4D-Legislation/eCom-Data-Protection-Laws.aspx
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• In order to know whether a data protection law applies, it
is first necessary to know whether or not personal data is
being processed.

• If there is no personal data, the data protection laws do not
apply.

• It is therefore essential to learn how to recognize personal
data (as well as sensitive data, which is a subcategory of
personal data)

Legal bases
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PERSONAL DATA
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Am I processing personal data ?

Processing Personal data Sensi0ve data
Any operation with data, 
irrespective of the means 
applied and the procedure, 
and in particular the 
collection, storage, use, 
revision, disclosure, archiving 
or destruction of data. (Art. 3 
lit. a FADP

All information relating to an 
identified person.
(Art. 3 lit. a FADP)

Personal data on:
1. Religious, ideological, 
political or trade-union; 
related views or activities
2. Health, the intimate 
sphere or the racial origin;
3. Social security measures;
4. Administrative or criminal 
proceedings and sanctions.
(Art 3. lit. c FADP)
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Very broad notion: everything that can be related to a specific
person is personal data !

The most common: name, date of birth, home address, phone
number, email, IP address, picture, etc.

But also: opinions, original ideas, a style of writing, the way of
walking, etc.

Personal data can be “objective” or “subjective”

Personal data
“All information relating to an identified person” (Art. 3 lit. a FADP)
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Examples of personal data

Contact details

First name: Paul
Last name: Dupont
Phone number: 123456
Email: paul@dupont.ch

Quotes

“I would like to die on 
Mars. Just not on 

impact”

Picture
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(DON’T) WORRY YOU ARE 
UNIQUE!
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The list provided by FADP is exhaustive (e.g. in Switzerland salary
is not considered sensitive data)

That said, depending on the context, almost all data can be
considered sensitive (name, photo, job, etc.)

Sensitive data
Personal data on: religious, ideological, political or trade-union related
views or activities; health, the intimate sphere or the racial origin;
social security measures; administrative or criminal proceedings and
sanctions (Art3. lit. c FADP)
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Examples of sensitive data

Contact details

First name: Pedro
Last name: Ruiz
Gender: Trans
Job: Trade-Unionist

Quote

“We are now in the 
process of defeating the 

radical left, the 
Marxists, the 

anarchists, the 
agitators, the looters, 

and people who, in 
many instances, have 

absolutely no clue what 
they are doing”

Picture
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Sensitive data ?
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Sensitive data ?
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Sensitive data ?
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Of course, for certain information to be linked to someone, a
number of conditions must be met:

• There must be the existence of databases that link the
information to an identity (e.g. without databases, biometric
information is “useless”).

• The Internet can function as a giant database (a lot of data
is available via google).

• It is sometimes necessary to know the persons to
recognize them (importance of who has access to the
information)

The importance of databases / knowledge



33

• Sometimes people make their personal data
available to everyone. For example via social
networks, blogs, websites, the press, etc.

• Even if this data could be qualified as “public”, it is
still personal data and must be treated with care.

• It is important to check the privacy policies of the
places where data is collected. Some types of
processing may be prohibited.

Is public data personal data ?
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Yes DP Laws apply

No DP Laws don’t apply

⚠ If you plan to anonymize the data, be aware
that they remain personal until you do so (DP
laws apply until anonymization is complete).

Am I processing personal data?
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• In the social sciences, it is very difficult to have
completely anonymous data.

• To be considered anonymous, all information that
can be linked to an identifiable person must be
permanently destroyed.

• However, as we have seen, a lot of information can
potentially allow the identification of an individual.

• It is therefore generally safer to assume that we are
dealing with personal data.

Am I processing personal data?
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Data protection
General principles
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Swiss law sets out 6 main principles of data protection that must
always be respected (cumulatively):

1. Personal data may only be processed lawfully
2. Its processing must be carried out in good faith and in a transparent

manner
3. Data collection must be proportionate
4. Personal data may only be processed for the purpose indicated at the

time of collection
5. Anyone who processes personal data must make certain that it is

correct
6. Personal data must be protected against unauthorised processing

through adequate technical and organisational measures.

Main legal principles in Switzerland
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P.1. Personal data may only be processed lawfully

• The general rule is normally that data processing must
not be prohibited.

• However, when working for a public body (university,
etc.), the rule is stricter: data processing must be
legally permitted.

• This means that you must have a legal basis for
processing personal data!

⚠ Consent is often the only legal basis available

Main legal principles in Switzerland
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P.2. Personal data must be processed in good faith
and in a transparent manner

• Individuals must be informed about the
processing of their data

• Individuals must be able to acknowledge that their
data is being collected

• People should not be deceived

Main legal principles in Switzerland
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P.3. Data collection must be proportionate

• Only collect the data you need

• You can't collect data just “because it might be
useful.”

• The necessary data cannot always be determined
in advance. In this case it is necessary to be in
good faith and to justify it.

Main legal principles in Switzerland
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P.4. Personal data may only be processed for the
purpose indicated at the time of collection
• Normally, data can only be used for the purpose
originally intended (and communicated to individuals).

• There is, however, an exception for research:
Ø Data collected for a non-research purpose may be
used for research purposes (e.g. government
data).

Ø ⚠ Data collected for research purposes cannot be
used for other purposes.

Main legal principles in Switzerland
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P.5. Anyone who processes personal data must
make certain that it is correct

• The information processed must be correct.

• If it is not, it must be corrected.

Main legal principles in Switzerland
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P.6. Personal data must be protected against
unauthorised processing through adequate
technical and organisational measures.

• Encryption

• Secure storage

• Access management

• Etc.

Main legal principles in Switzerland
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Thank you!


